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Curriculum
Software Engineering Bachelor Program
Secure and Resilient Software Development track
4 years
	Semester
	Title
	ECTS

	I 
	Introduction to Studies 
	3

	I 
	Philosophy 
	6

	I 
	English I 
	3

	I 
	Introduction to Specialty 
	3

	I 
	Introduction to Digital Technologies 
	6

	I 
	Introduction to Programming (Python) 
	3

	I 
	Discrete Mathematics 
	6

	 
	Total 
	30

	II 
	History 
	3

	II 
	English II 
	3

	II 
	AI: Foundations and Application for Software Engineers 
	3

	II 
	Further Mathematics Essentials 
	6

	II 
	Python 
	3

	II 
	Religion Studies 
	3

	II 
	Introduction to Software Testing 
	3

	II 
	Introduction to Cryptography 
	3

	II 
	Internship – Getting Acquainted with IT Professions 
	3

	 
	Total 
	30

	III 
	English III 
	3

	III 
	Security Policy and Governance 
	6

	III 
	Probability Theory and Basics of Statistics 
	3

	III 
	Algorithms and Data Structures 
	6

	III 
	Fundamentals of Programming (Java) I 
	6

	III 
	Fundamentals of Web Development 
	6

	 
	Total 
	30

	IV 
	Business Communication 
	3

	IV 
	Introduction to Cloud Computing 
	3

	IV 
	Databases 
	6

	IV 
	Operating Systems and System Software   
	6

	IV 
	Computer Networks 
	3

	IV 
	Fundamentals of Programming (Java) II 
	3

	IV 
	Elective courses (2 of 3):
· Psychology
· Intellectual Property and IT Law
· Startup from Scratch
	6

	 
	Total 
	30

	V 
	Agility and Decision Making 
	3

	V 
	Work in a Team 
	3

	V 
	Basics of DevOps 
	3

	V 
	Cloud-Driven Software Development 
	3

	V 
	Secure Programming 
	6

	V 
	Introduction to Machine Learning 
	6

	V 
	Elective courses (1 of 2):
· System Analysis and Design
· Business Analysis Basics
	6

	 
	Total 
	30

	VI 
	Advanced Network Security 
	6

	VI 
	Deep Learning and Generative AI Application 
	6

	VI 
	Elective courses (3 of 4): 
· Behavioral Cybersecurity
· Project Management
· Advanced Software Testing
· Advanced Databases
	18

	 
	Total 
	30

	VII 
	Responsible AI and Computer Ethics 
	3

	VII 
	Cloud Security I 
	6

	VII 
	Information Assurance and Risk Management 
	6

	VII 
	Concentration Electives
Security Operations concentration: 
· Operating Systems Security
· Security Operations
Cloud Security and DevSecOps concentration: 
· Security Operations
· Secure Software Development
AI Application Security concentration: 
· Operating Systems Security
· Secure Software Development

	12 

	VII 
	Course Project
	3

	 
	Total 
	30 

	VIII 
	Economics and Antibribery 
	3

	VIII 
	Software Architecture Foundation 
	3

	VIII 
	Security Testing 
	6

	VIII 
	Concentration Electives
Security Operations concentration: 
· AI Security 
Cloud Security and DevSecOps concentration: 
· Cloud Security II
AI Application Security concentration: 
· AI Security 
	6

	VIII 
	Capstone Project
	9

	VIII 
	Final certification 
	3

	 
	Total 
	30 

	 
	Curriculum Total 
	240 
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